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Industry Test Release Update




Industry Member 2a/2b - Release 1

(File & Data Integrity) Release Rollout

11/18/2019

Industry Test Release
1.1

e CAT Reporter Portal: ATS
Order Types

e CAT Reporter Portal: CAT
Reporting Relationships

e Multi-Factor
Authentication Enabled

* Publication of IMID &
Conflict List to
catnmsplan.com

* Publication of
Issue/Option Symbol
Reference Lists to
catnmsplan.com

Live in Industry Test

12/16/2019

Industry Test Release
1.2

¢ Industry Test Open for
Machine-to-Machine File
& Data Integrity
Validations & Feedback

e CAT Reporter Portal:
Basic File Statistics

e CAT Reporter Portal:
Manual File Upload

2/24/2020

Industry Test Release
1.3

e CAT Reporter Portal: File
Submission feedback

e CAT Reporter Portal:
Reporting Statistics (i.e.
number of records
received, accepted,
rejected and feedback
summaries)

e CAT Reporter Portal: Error
Rates

e CAT Reporter Portal: Direct
data entry & corrections

e CAT Reporter Portal: Bulk
Repair of applicable
Syntax/Semantic Errors

03/23/2020

Industry Test Release
1.4

e Announcements
e System Status

4/20/2020 — 2a Go-Live
5/18/2020 - 2b Go-Live

¢ 2a Go-Live — Industry
Member 2a Reporting
Required on April 20

® 2b Go-Live — Industry
Member 2b Reporting
Required on May 18



Industry Test Status -
As of March 13 ZOZO Statistics

Number of Firms Certified

Number of Firms operating under CAT Reporter Agreements
Number of Reporting Relationships Entered

Number of ATS Order Types Entered

Number of Total Submitters

Number of IMIDs

Number of Files Received

Number of Files Rejected

File Reject Rate

Number of Records Processed in Ingestion Phase (Record level
validations)

Number of Processed Records Rejected

Current Reject Rate Overall of Processed Data

1,241
1,490 relationships from 849 firms

603 order types from 21 ATS firms

129
521 from 423 firms

894,923
* Reporter Portal: 15,731
* Private Line: 879,192

321,586

35.92%

43,525,212,116

1,990,041,154

4.57%

1,287
1,629 relationships from 924 firms

606 order types from 22 ATS firms

142
987 from 660 firms

1,143,905
* Reporter Portal: 17,149
* Private Line: 1,126,756

358,567

31.34%

71,256,015,120

2,766,944,345

3.88%

Increased by 36

Increased by 46
Increased by 139 across 75 firms

Increased by 3 across 1 firm

Increased by 13
Increased by 466 across 237 firms

Increased by 248,982
* Reporter Portal: 1,418
* Private Line: 247,564

Increased by 36,981

Decreased by 4.58%

Increased by 27,730,803,004

Increased by 776,903,191

Decreased by 0.69%



Industry Test Status -
March 9- March 13, 2020 Statistics

A # Total # of Files # of Files File Reject # of Validated |# of Validated Records VEIREIEE

Records Reject
Rate

Processing

Date Submitters Received Rejected Rate Records Rejected

3/9/2020 73 421 50,663 2,810 5.55% 4,577,055,078 209,436,406 4.58%
3/10/2020 77 436 66,378 16,208 24.42% 4,587,451,934 128,722,358 2.81%
3/11/2020 75 531 30,082 7,655 25.45% 5,178,808,982 325,728,694 6.29%
3/12/2020 79 446 58,659 4,213 7.18% 6,573,598,480 52,397,182 0.80%

3/13/2020 76 837 43,200 6,095 14.11% 6,813,888,530 60,618,551 0.89%

Total 248,982 36,981 14.85% 27,730,803,004 776,903,191 2.80%

* Approx 99% Equity *Approx 92% Equity Events,
Events & 1% Option 6% Option Events and 2% DEL
Events and unparsed records



FINRA CAT Open Issues List—- As of 3/17/20

Targeted Release

Status Summary Resolution Priority Date

Firms not getting credit for rejections corrected via a file delete

Open N/A A Code Release High 3/23/2020 Statistics
Gy N/A Late flag determlr?atlon is incorrect for events received after 4:15 PM Code Release High 3/23/2020 Statistics
and reported on time.
Event Submissions count on Reporting Summary tab does not match .
Olper DA the Event Submission by Type count in limited instances. Tty e e ey S Z2EUEY Foie)
Open 2060 Options test symbols are being rejected. Under Review High 3/23/2020 Validations
Reporter Portal is not accurately reflecting Repair Count and Adjusted
Error Rate when corrections submitted for a single day per firm . —
Ot N/A exceeds 100,000. Additionally, Error Counts on Error Summary Goea REEes High 10 (o3 Sl MG SIEIHIE
screen do not reflect errors in excess of 100,000.
By 2081 rece!vedQuoteID (optional for 2a) blank - Rejecting as Invalid Code Release Medium 3/23/2020 Validations/
receivedQuotelD . Reporter Portal
Multi-dimensional array fields in MEOTS, MOOF and MOFA events -
G 2133 Rejecting as invalid because portal includes additional fields (FDID Code Release Medium 3/23/2020 R Tl

and accountHolderType) that are not applicable to these specific
events.

Space in multi-dimensional array field not treated as blank. E.g space
Open 2142 in aggregatedOrders when representativelnd is populated as 'YF', 'YE' Code Release Medium 3/23/2020 Validations
or 'N' - Rejecting as Invalid aggregatedOrders (Error Code 2142).

Open N/A FINRA CAT is accepting some timestamps with an invalid syntax. Code Release Medium 3/23/2020 Validations

Route event rejecting for invalid destination when destination is a

CES Zule NYSE floor broker booth number.

Under Review Medium N/A Validations

**%* Known Issues List is published on under “Technical Specifications” ***



http://www.catnmsplan.com/

FINRA CAT Open Issues List—- As of 3/17/20

Isolated issue where exceeding length in file version field in metadata

e UL file - Not generating integrity failed feedback.

Code Release Low To be scheduled Validations

FINRA CAT is accepting the following scenario instead of rejecting -
Future dates in some fields.

—

2 Open Multiple Code Release Low To be scheduled Validations

For Name/Value Pair Data type fields, providing a value that is not in
3 Open 2133 allowable values list returns error code 2133 (Additional Field) Code Release Low To be scheduled Validations
instead of error code 2101 (Missing or Invalid timelnForce).

Incorrect error code is generated when an array field (eg:

Open 2122 clientDetails) is provided as a Name/Value pair. Code Release Low To be scheduled Validations

o 2153 Isolated ms_tances of data file not readable error for well-formed Under Review Low N/A validations
JSON data files.

G N/A Isolated issue with Timeout Warnings at Integrity phase resulting in Under Review Low N/A Feedback

missing File Integrity feedback.

**%* Known Issues List is published on under “Technical Specifications” ***



http://www.catnmsplan.com/

FINRA CAT Recently Closed Issues List

“

Metadata File Rejection count does not correctly count all

Closed N/A o . Code Release None 2/24/2020 Statistics
metadata rejection scenarios.

Closed 2098 Equity symbols expiration/addition intra day - Rejecting as symbol Code Release None 2/24/2020 validations
not effective.

Closed 2036 rna:/r;?ilcllnglnstructlons wellise i AR (it 22) (Reaeting & Code Release None 2/24/2020 Validations
manualOrder/D (optional for 2a) blank - Rejecting as Invalid N

o] A manualOrderlD when electronicDupFlag is populated as true. Sty lelezie et Al Welleatdlots

Closed 2048 For ATS firms, <BLANK> nbboTimestamp if nbboSource is NA Code Release None 2/24/2020 validations

rejecting as invalid.




General Announcements & Reminders




FINRA CAT Announcements

»The SEC has provided the Participants to the CAT NMS Plan with no-action relief from
enforcing their CAT Compliance Rules with regard to CAT implementation deadlines against
Industry Members. Such no-action relief will be in effect through May 20, 2020.

» FINRA CAT will keep its planned release schedule and will open the Production
Environment on April 13, 2020. For those Industry Members that have completed the
required production readiness certifications and are ready to begin reporting as of April 20,
2020, the CAT will be ready to accept CAT reports from Industry Members as of April 20,
2020.

»Industry Members may continue to certify throughout April and May. See the Participant’s
statement on the SEC’s no-action relief for specific information about new dates for
certification on catnmsplan.com.

» Rather than the previously scheduled Daily Industry Checkpoint Calls, Consolidated Audit
Trail, LLC and FINRA CAT, LLC will host Biweekly Industry Checkpoint Calls on Tuesdays and
Thursdays at 4:15 pm ET from March 24, 2020 to April 2, 2020.
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FINRA CAT Reminders

»Duo MFA will not support devices running end-of-life operating systems
after April 13, 2020.

»1Ms must complete the CAT Clock Synchronization Certification form by
March 15th of each year. Originals of the certifications forms must be
maintained by IMs as part of their books and records and be available to
regulators upon request.

»There is an upcoming Industry Webinar, Security of CAT Data, to be held at 3
pm ET on March 25, 2020. Please submit questions by March 18, 2020 to the
FINRA CAT helpdesk.

12



Multi-Factor Authentication: Security Keys

» Effective March 2, 2020 FINRA CAT supports MFA via security keys.

» Requirements:

* Must use a supported USB security key (WebAuthn/FIDO2 security keys)

* Computer must have a USB-port (tokens that generate passcodes will not
work).

> FINRA CAT does not endorse a specific vendor or model of key.

» Firms should perform testing to ensure the device they intend to use is
compatible with Duo MFA as well as with their own operating system.

> More information is available on the Duo website:
http://guide.duo.com/security-keys.
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http://guide.duo.com/security-keys

Onboarding -
Certification of Production Readiness Testing

» Once CAT Reporters have completed all onboarding steps, including the
successful completion of the Production Readiness Testing, each IM and CRA
must contact the FINRA CAT Helpdesk (888-696-3348 or help@finracat.com).

> The FINRA CAT Helpdesk will require the Processing Date(s) on which the
testing occurred.

» Upon verification of the Production Readiness Testing and all other
Onboarding Steps by FINRA CAT, CAT Reporters will be granted access to the
CAT Production Environment, and a notification confirming access will be
sent.

FINRA CAT Onboarding Guide is posted at
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mailto:help@finracat.com
https://catnmsplan.com/registration/

Upcoming Key Dates




Upcoming Key Dates for Release 2a/2b

Topic

Weekly Industry Testing Checkpoint Calls — Every Tuesday at 4:15 pm (ET) January 7 — March 20, 2020

Industry Call: Industry Testing Checkpoint

Industry Test Release of:

Industry Test Release 1.4 - CAT Reporter Portal Announcements & System Status March 23, 2020
Biweekly Industry Testing Checkpoint Calls, Tuesdays and Thursdays at 4:15 pm (ET) March 24, 2020 — April 2, 2020
Ping Testing available for the SRG and PrivateLine March 30, 2020
Ping Testing available for AWS PrivatelLink (set up available after this date) April 6, 2020
Industry Members and CAT Reporting Agents must complete production readiness testing for 2a reporting April 6, 2020
Weekly Industry Testing Checkpoint Calls - Every Tuesday at 4:15 pm (ET) April 6, 2020 — May 1, 2020
Production Environment Opens for Production Readiness April 13, 2020
Production Go-Live for Equities 2a file submission and data integrity validations April 20, 2020

The timeline of Phase 2a/2b Release 1 (File Validation & Data Integrity) can be found at
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https://catnmsplan.com/timeline

Upcoming Key Dates for Release 2a/2b

Rmm

Industry Call: Production Release Checkpoint

Industry Test Certification

Industry Call: Industry Testing Checkpoint

Production Go-Live

Industry Call: Production Release Checkpoint

Industry Webinar and Demo

Production Go-Live

Production Go-Live

Regularly Scheduled Weekly Industry Testing Checkpoint Calls and Status of 2a Go-Live

Industry Members and CAT Reporting Agents must complete production readiness testing for 2b reporting

Daily Industry Testing Checkpoint Calls at 4:15 pm (ET)

Production Go-Live for Options 2b file submission and data integrity validations

Industry Call - Status of 2b Go-Live

Industry Webinar and Demo of Compliance Report Card

Release of Industry Member Compliance Report Card for Equities ONLY

Release of Industry Member Compliance Report Card including Equities and Options

April 21, 2020

May 4, 2020

May 4, 2020 — May 15, 2020

May 18, 2020

May 19, 2020

June 2, 2020

June 19, 2020

July 20, 2020
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How to Ask a Question during Today’s Call

* For participants using computer audio:

* Click the “Participants” button at the bottom of the app window, then the “Raise
Hand” button at the bottom of the participants window.

* A visual prompt will indicate that your line has been unmuted.

* For participants using phone audio:
* Enter *9 on your phone keypad.
* An audio prompt will indicate that your line has been unmuted.
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FINRA CAT Helpdesk

Questions may be directed to the FINRA CAT Helpdesk at 888-696-3348 or
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